POPI ACT POLICY

1. WHY DO WE NEED THE PROTECTION OF PERSONAL INFORMATION ACT?

Essentially, the purpose of the Protection of Personal Information Act (POPIA) is to protect people from
harm by protecting their personal information and generally to protect their privacy, which is a
fundamental human right.

The purpose of POPI is also to regulate and formalise how companies collect, store, protect, access,
process and distribute client information and to protect the ongoing integrity and sensitivity of that
private information.

The Act furthermore provides for the rights of persons regarding unsolicited electronic communication
and automated decision making.

Companies as well as individuals are socially accountable, not only towards clients, but society at large.

2. WHO DOES THE ACT APPLY TO?

The Act applies to anyone who keeps any type of records relating to the personal information of anyone
and sets the minimum standards for the protection of personal information. It regulates the “processing”
of personal information. “Processing” includes collecting, receiving, recording, organising, retrieving, or
using such information; or disseminating, distributing or making such personal information available. The
Act will also relate to records which companies already have in their possession.

3. WHO IS COVERED?
e Clients/consumers — regarding their buying habits, historic transactions, activities, etc.
e Suppliers —their pricing, contracts, contacts, etc.

e Employees — HR information, payroll records, CVs, applications for employment, performance
reviews, etc.

4. RISK AND POSSIBLE CONSEQUENCES OF NOT ADHERING TO THE POPI ACT:

e ORGANIZATION



o Loss of clients due to loss of trust
o Failure to attract new clients
o Bad publicity / damage to reputation
o Possible civil action for damages
o Regulatory investigations and fines
e INDIVIDUAL
o Fines and even jail time
o Dismissal

o Individuals could be held personally liable for damages

5. WHAT COUNTS AS PERSONAL INFORMATION?

In terms of the Act, personal information is data that can be used to identify a person. It is defined as
“information relating to an identifiable, living, natural person, and where it is applicable, an identifiable,
existing juristic person.”

This information about a person includes, but is not limited to:

Race Gender Sex

Pregnancy Marital status National / ethnic / social
origin

Sexual orientation Age Physical or mental health

Disability Religion / belief / culture Language

Educational history Medical history Financial history

Criminal history Employment history ID number

Email address Physical address Telephone number

Correspondence sent by a Buying habits

person that it implicitly or

explicitly private or

confidential

6. KEY CONDITIONS WITH REGARDS TO PRIVACY AND CONFIDENTIALITY AND THE PRINCIPLES OF
COMPLIANCE:

Clients/individuals have the following rights:

e To be told if someone is collecting their personal information

e To be told the name and address of the person/organization collecting the information

e To be told the purpose of the collection of information and who will be receiving the information
e To be told if their personal information has been accessed by an unauthorised person

e The right to access their personal information

e To require their personal information be corrected or destroyed

e To object to their personal information being processed

Important: Any person processing personal information on behalf of an employer must have the
necessary authorisation from the employer to do so. They must also treat the personal information as
confidential.



Such a person must have a written contract with their employer in which they are specifically obliged to
maintain the integrity and confidentiality of the personal information and to implement the established
safeguards against identified risks.

Failure to adhere to the conditions set out in this policy will result in disciplinary action being taken against
the employee.

Very important — employee responsibilities:

e During the course of your duties, you will have access to a variety of private and or confidential
information as defined by the POPI act, be it payroll, customer buying habits or a client’s
personal/medical information.

o Should you realize that you have access to any information that is not an essential
requirement for you to be able perform your duties, it will be your responsibility to inform
management in order to limit or block your access to such information. Please note that
this is to protect both yourself and the organization.

e It is your duty to familiarize yourself with the organization’s POPI Act policy and any procedures
relevant to the protection of personal information.

e Itis your responsibility to contact your manager should you have any queries about the POPI act
and/or the implementation of the processes and procedures.

By signing this document, you confirm that you have read and understood the contents of this letter. You
also confirm and understand that any breach of confidentiality as per the POPI act will result in disciplinary
action being taken against you.

7. AMENDMENT

This policy may be amended from time to time at the sole discretion of the employer but shall at all
times comply with the provisions of the Act and other relevant legislation.



